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MORE INFORMATION —
MOKE CONCERNS



CONCERN / &
IT IS DIFFICULT TO KEéP DATA LOCKED UP
= TIME QG Qgﬁé P

A Major’ brug Company Now Has Aecess to
23gi1dMe s Genetic Data. Should You Be
Concerned? .~

BY JAMIE DUCHARME % JULY 26, 2018



CONCERN/

COMPLEX INTERACTIONS REQUIRE
MULTIDIMENSIONAL I;}ATA PROCESSING, WHICH IS
UNCOMFORTABLE Hf NOT TRANSPARENT

QL

+ For good health outccg;ﬁes real time
access to the data, t@ “corroborate the
adherence of rgbdlcatlon/treatment
across mult\kﬁ&hronlc conditions in a
multi- stalg@*holder ecosystemis a

prere%a?%lte
0’\

+ For ﬁealth system sustainability paying
by outcomes and generating new
knowledge from the captured data is
necessary and only works under
multiple stakeholder approach
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BLOCKCHAIN FREES
TRUST FROM INSTITUTIONS



BLOCKCHAIN /
DISINTERMEDIATED TRUST MACHINE

@
o

/BLOCKCHAIN éQ"‘>‘8’>°ﬁ’>‘5’> ‘S’>

IS a distributed databaS@ﬁlat maintains a 4 &@"p
continuously growmg@ﬁ’st of data records, @a@é
chained together asgalnst revision and 5
tampering. < s\o\"’
S\Q’O &
o®® © o600

A
/DISTR$BUTED CONSENSUS

is an agreement between different
compute-nodes over what is a true or
false record.
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BLOCKCHAIN IS USEFUL@FOR
PRACTICAL PROBLEM%OLVING

/PROVIDE PROOF Q@Q‘C
OF WORK

&Q
Integrated & autgmated
supply- chalnjacllnlcal
workflows ®°

&
N
(19

BLOCKCHAIN"

I [N

HEALTHCARE

TODAY

Real Blockchain Use Cases for Healthcare

Q\
&

OO

/G UARANTEE DATA
INTEGRITY

Clinical quality & integrity
Financial integrity

Halamka, J. (2018) X

/SUPPORT
PREFERRED
ECONOMICNIODEL

e
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Outcome-based
|ncegﬂVes
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2007:
WORLDS FIRST STALE
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SPONSORED CYBEﬁ AT TACKEERIGE 000¥
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THE CHALLENGE

Prove the tlmeﬁntegrlty and

orlgln/proveﬂance (human
machme)s%)f any electronic
asset e\ﬁ/lthout reliance on

Centrallzed trust authorities.

or
data




2008/2012: @Q‘
KSI BLOCKCHAIN HIGFI-TLIGHTS sl

BLOCKCHAIN
00

Signature platform — customeg«c%ends asset’s NS T """"""""""""""""""""""""
hash, receives a token Whl@h proves participation ey '
in the blockchain. @@“’@ =

\«9 . DATA
Data NEVER Ieav%s ‘customer premises (only |
hash is sent to, KvSI service) — privacy | cusToMIR R |
guaranteed! & L ENVIRONMENT obg‘

,Q(‘

KSI Blockchafﬁ Benefits:

. Cb
KSI Sigrature proves:
+ Slgnatur@s mdependently verifiable by any 3rd party

+ Asset Integrity + Do ngpexpwe provide long-term forensic proof

. . . ?
+  Signing Time + O\gércomes technical limitation of other blockchain

+  Signing Entity téchnologles (commitment time, scalability etc)
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DATAAND PROCESS @CVERNACE IS BEST TO

KEEP IN SEPARA

CONFIDENTIALITY

ID-card & Mobile-ID
Smart ID, e-Residency

ﬁTECHNOLOGICAL LAYERS

AVAILABILITY INTEGRITY

X-ROAD KSI Blockchain

the context in ESTONIA




ESTONIA: DECENTRALJSED GOVERNMENT
DATA BACKED BY BL@CKCHAIN

(\
00

Blockchain is implemented as an m’dependent

integrity layer throughout Estom%m Government
Networks. e"’

. X
Network Segregation Q@\Government Departments.

@
There is Completgﬁransparency and accountability
between mhzgé% and government

®
HeaItQ@informatlon System

Proberty and Land Registry
Business Registry
Succession Registry
e-Court

Surveillance / Tracking Information System + State
Gazette

+ + + + + +

+ Official State Announcements

9 Blockchain Integration Points
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BLOCKCHAIN-BASED SOLUTIONS

CAN UNLOCK DATA & MAINTAIN
TRANSPARENT OVERSIGHT



WHO OWNS THE DATA’?@‘/’O

PERHAPS A WRONG @U ESTION..
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o[ }?’):): R
ARTIFICIAL —— = LIFE SCIENCES

INTELLIGENCE COMPANIES

+

VARIOUS DATA-DRIVEN USE- CASES

Data access management for (ga?g data)
analytics @@

Decentralized data access\eﬁor outcome
based contracting .@“

Managing pharma swf)ply -chain
accountability an@f visibility

Innovative cllmcal trials patient
recrmtment@ollow up and data
managepgent

Mangg?ong care quality with digital
Infréstructure

N
P
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HOW TO CONTROL TRANSPARENT DATAUSE? /
PROCESSING ACCORDING TO THE PURPOSE

BIOBANKS HEALTH DATABAS@
+

AE B

& {+f 3
@ DEVICE §“ I_I HEALTHCARE
N
MANUFACTURES ?5\‘ mll  PROVIDERS
@é\
QO
N
&G —
@ 5 Va/\al
o RAlE é\&—% THE “SYSTEM" TSI REGULATORS

T

. N
@ INSURANCE .{Q ;50

o[ },R’Jyo R
ARTIFICIAL —— = LIFE SCIENCES

INTELLIGENCE COMPANIES

. REQUIRES FLEXIBLE APPROACH:

Data-liquidity (=data travels) for thego
exchange/sharing of personally |cie‘ht|f|able
health data and/or proprletary p‘atlent data. The
cornerstone being patient cm‘isent

Data-visibility (=data d@és not travel)
describes the ability t@@‘browde summaries or
specific aspects of Health [/ patient data without
revealing any orggmal data.

\\K

Blockchaln s ‘used for immutable proof of
what data@@ame where and from, who™ created

it, who*ﬁsed (or shared) it for what purpose.

@
* Hquﬁn or a machine/algorithm
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BLOCKCHAIN-BASED S@LUTIONS /
UNLOCK DATA & MAIN‘fAIN TRANSPARENT OVERSIGHT

ardtime S

gu

.oo
BIOBANKS QfE@) INTEGRITY BY BLOCKCHAIN
: : S
/ § %\ enables single version of truth abgsit:
@6 ’ " .@é

@ DEVICE {\é\\% l% ggg%é:;:s + Provenance (\be(\

MANUFACTURES D o‘\

& N
& \ + Consent &
&60 _ &
€ bewe @‘EQE THE “SYSTEM" s T OECUre data eXChange°°
\ Q@@ / + Aggregated/securebénalytlcal reporting

(1,
@ P, + |dentity mapplng

INSURANCE =1

\ / + Automated aﬁdltlng

& ficat
TR e LIE SOIENCES + Automgt«éd process verification
i
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THANK YOU!

ain.aaviksoo@guardtime.com «
guardtime.com/health




